Case Study

Migrating to the Open Secure Water Plant –
A Bedrock Automation Case History
The PLCs that the East Cherry Creek Valley (ECCV) Water & Sanitation
District had been using to control the potable water treatment facilities
and pump stations that supplied water to 60,000 people in the
Denver suburbs were becoming obsolete. It was time for an automation
upgrade and the utility’s operations managers saw this as an
opportunity to deepen cyber security protection as well.
SUMMARY
Customer requirement: Modernize controls
to avoid vulnerabilities of legacy operating
systems, software and tools, without ripping
and replacing entire system.
Bedrock Automation solution: A phased-in
proxy approach using Bedrock OSA Remote
control nodes to concentrate radio data received
from field devices via radio and transmit it to
the SCADA system securely.
Result: ECCV now has a secure communications
channel between its SCADA and control networks
and a process for migrating all of its controls to
that channel with minimal service disruption.
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Figure 1: Bedrock OSA Remote control units provide a secure proxy server between the data concentrators and the SCADA server.
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Figure 3: Secure peer-to-peer communications with encrypted Ethernet radio network.
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About Bedrock Automation
Bedrock Automation, based in San Jose, California, has developed the world’s most powerful and cyber secure
automation platform. This Silicon Valley company has assembled the latest technologies and talents from
the automation, cyber security and semiconductor industries to build unprecedented automation solutions
for industrial control and power based on three prime directives: simplicity, scalability and security.
The result is an award-winning automation platform called Open Secure Automation (OSA®), with a revolutionary
architecture and deeply embedded ICS cyber security that delivers the highest levels of system performance,
cyber security and reliability at the lowest lifecycle cost.
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